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TrustZone Cortex-A

> Cortex-A cores feature multiple Exception Level EL0/1/2/3
ELO = User, EL1 = Supervisor, EL2 = Hypervisor, EL3 = Monitor

> Additionally there is a Security State Secure/NonSecure
> Both Exception Level and Security State control the MMU

> Security State is also connected to the SoC interconnect

Non-secure world

ELO App
AArch64 or AArch32

EL1 Guest OS
AArch64 or AArch32

EL2 Hypervisor
AArch64 or AArch32

Secure world

ELO Secure App
AArch64 or AArch32

EL1 Secure OS
AArch64 or AArch32

EL2 Secure
AArch64 Hypervisor

EL3 Secure
monitor
AArch64

Cortex-A

core

NS=Sec/NSec

ARM TrustZone

3/44
DA



TrustZone Cortex-M

> Cortex-M cores feature Handler and Thread mode
Handler = Supervisor , Thread = User/NonPrivileged

> Additionally there is a Security State Secure/NonSecure
> Security State controls the SAU

> Security State is also connected to the SoC interconnect

Cortex-M —-

core
S/uU

NS=Sec/NSec

ARM TrustZone
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TrustZone Basics
2. TrustZone Cortex-A

TrustZone Cortex-M

Usage Cortex-A

Example Cortex-A

Usage Cortex-M

<

o

<«

Qv



Address Ambiguity

As the Exception Level & Security State are
input signals for the MMU there exists for
every combination a separate address map

Compilers work with offsets and are not
aware of Exception Level & Security State!

Conclusion: Address-Offset are ambiguous!

Every Exception Level & Security State
combination has its own access class within
TRACE32

0x0

OxfFFFfFF
0x0

OxfFFFFFFF
0x0

OxfFF.fFfF

ELO
EL1

EL2

EL3

\
\
\
\
\
\
\

ELO
EL1

\
\
\
\
\
\

EL2

EL3

\
\

‘- 0x0

— OxfFff.fFff



TRACE32 Access Classes

TRACE32 Access Classes allow to access virtual memory of a specific mode

TRACE32 combines the specified access class with the current CPU-Mode if the
address is not fully qualified

TrustZone (NS)
Mode (M) | NonSecure ‘ Secure

ELO/User | NU:<addr> | ZU:<addr>
EL1/Supervisor | NS:<addr> | ZS:<addr>
EL2/Hypervisor | H:<addr>! | ZH:<addr>2

EL3/Monitor M:<addr>

'H: is a an alias for NH:
Zstarting from ARMv8.4



Mode (M)

TrustZone (NS)
NonSecure ‘ Secure

ELO/User
EL1/Supervisor
EL2/Hypervisor

EL3/Monitor

NU:<addr> | ZU:<addr>

NS:<addr> | ZS:<addr>

H:<addr> | ZH:<addr>
M:<addr>

Cortex-A
core

NS=Sec/NSec

EL1
Supervisor

EL2
Hypervisor

EL3
Monitor

EL1
Supervisor

Hypervisor

Secure

ARM TrustZone
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Cortex-A
core

NS=Sec/NSec

TrustZone (NS)

Mode (M) | NonSecure |  Secure
ELO/User | NU:<addr> | ZU:<addr>
EL1/Supervisor | NS:<addr> | ZS:<addr>
EL2/Hypervisor
EL3/Monitor

H:<addr> | ZH:<addr> EL1
M:<addr> Supervisor

EL2
Hypervisor

EL3
Monitor

EL1
Supervisor

ARM TrustZone
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Cortex-A
core

NS=Sec/NSec

TrustZone (NS)

Mode (M) | NonSecure |  Secure
ELO/User | NU:<addr> | ZU:<addr>
EL1/Supervisor | NS:<addr> | ZS:<addr>
EL2/Hypervisor
EL3/Monitor

H:<addr> | ZH:<addr> EL1
M:<addr> Supervisor

EL2
Hypervisor

EL3
Monitor

EL1
Supervisor

ARM TrustZone
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Onchip Breakpoints

> Onchip Breakpoints can trigger on Security State Secure/NonSecure
> Onchip Breakpoints can trigger on Exception Level EL0O+1/EL2/EL3

> No Onchip Breakpoints to physical memory

Cortex-A

Instr Data
BPs BPs
5
N
=
A: (AZ:/AN:) =
<
9/44
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Physical Memory

Access Class A: can be
combined with Security State
as it's connected to the SoC
interconnect

AZ: <-> AN:

Cortex-A

core

NS=Sec/NSec

/A

ARM TrustZone



Physical Memory

Access Class A: can be
combined with Security State
as it's connected to the SoC
interconnect

AZ: <-> AN:

Cortex-A

core

NS=Sec/NSec

/A

ARM TrustZone



TRACE32 behavior

Security State & Exception Level combination is called ZONE in TRACE32
Default - SYStem.Option ZONESPACES OFF

sYmbol Database is not separated/symbol offsets may be ambiguous
SYStem.Option ZONESPACES ON

sYmbol Database is strictly separated
Default - Break.CONFIG.MatchZONE OFF

Onchip Breakpoints ignore Security State as well as Exception Level

Break.CONFIG.MatchZONE ON
Onchip Breakpoints respect Security State as well as Exception Level



TrustZone Basics

TrustZone Cortex-A
3. TrustZone Cortex-M

Usage Cortex-A

Example Cortex-A

Usage Cortex-M
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Memory Map

For Cortex-M addresses are
non-ambiguous

The Security State is a input signal
for the SAU

The SAU is software configurable
and allows to restrict accesses into
memory when the core is in
NonSecure state

Secure Gateable region contains sg
instructions that allows NonSecure
code to call Secure routines

0x0

0x20000000

0x40000000

0xe0000000

Oxffffffff

Secure Flash
o 200
22227 Secure Gateable Flash 22222

22777777722 7227227227227272722222727

NonSecure Flash

Secure RAM

75000

777
55555 Secure Gateable RAM 22227

NonSecure RAM

Peripherals

System Control

ARM TrustZone
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Memory Map

> The SAU works like a blinker/blinder for NonSecure

0x20000000

0x40000000

0xe0000000

Secure

Secure Flash

2727+
2257
2424 Secure

ey
277
ash 722727

ateable

NonSecure Flash

Secure RAM

NonSecure RAM

—Peripherals_

System Control

0x0

0x20000000

0x40000000

0xe0000000

NonSecure
T e e T
7547 2227
4271 Secure Gateable Flash 22771
NonSecure Flash
7777 7277
222 Secure Gateable RAM #2271
sop, e ANt 2777
NonSecure RAM
Peripherals

System Control

Oxffffffff

Oxffffffff

[
c
O
N
N
o
=
s
o
<




NonSecure to Secure switch

> Secure Gateable Region is used as a veneer

Secure NonSecure

0x0 0x0
Secure Flash
A O~y
2975 ey 7. 2577
NonSecure Flash eD NonSecure Flash
0x20000000 0x20000000
Secure RAM
//// Secure Gateable RAM //;/ ,n, Secure Gateable RAM ;552
NonSecure RAM NonSecure RAM
()
0x40000000 0x40000000 g
—Peripherals_ Peripherals 4N_J
I o
0xe0000000 0xe0000000 ;
System Control System Control s
o
Oxffffffff Oxffffffff <




TRACE32 Access Classes

TRACE32 Access Classes allow to access memory of a specific Security State

TRACE32 combines the specified access class with the current CPU-Mode if the
address is not fully qualified

TrustZone (NS)
Mode (M) | NonSecure ‘ Secure
ELO/User | NU:<addr>! | ZU:<addr>!

EL1/Supervisor | NS:<addr> | ZS:<addr>

!Cortex-M debugger accesses bypass MPU => U: is ignored



Physical Memory

> Access Class A: can be combined with Security State as it's connected to the SoC

interconnect
AZ: <-> AN:

> Addresses for Cortex-M are always physical

Memory

ARM TrustZone
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TrustZone Basics
TrustZone Cortex-A

TrustZone Cortex-M

4. Usage Cortex-A

Example Cortex-A

Usage Cortex-M
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Configuration

ELO 0
EL1 EL2 SYStem.Option ZONESPACES ON
5 | EL3 Data.LOAD.E1f ell.elf N:
T Data.LOAD.E1f el2.elf H:
T o Data.LOAD.E1f el3.elf M:

Symbol access

Code Variables




ell.elf -

Configuration

ELO el2.elf - 40
EL1 EL2 el3.elf SYStem.Option ZONESPACES ON
: i EL3 Data.LOAD.E1f ell.elf N:
i Data.LOAD.E1f el2.elf H:
Tl T Teel OXFFF.fFFF Data.LOAD.E1f el3.elf M:

Symbol access

Code Variables




ell.elf -

Configuration

el2.elf ~--_
Et(l) ELo Jo13-elt o _ SYStem.Option ZONESPACES ON
I ] EL3 < J\el3\\main Data.LOAD.E1f ell.elf N:
e \\el3\\argv Data.LOAD.E1f el2.elf H:
ST Data.LOAD.E1f el3.elf M:

Symbol access

Code Variables
List \\el3\\main Var.View \\el3\\argv




ell.elf -

Configuration

el2.elf ~--_
Etg ELo Jo13-elt e _ SYStem.Option ZONESPACES ON
I ] EL3 < J\el3\\main Data.LOAD.E1f ell.elf N:
e \\el3\\argv Data.LOAD.E1f el2.elf H:
ST Data.LOAD.E1f el3.elf M:

Symbol access

Code Variables
List \\el3\\main Var.View \\el3\\argv
List Var.View




\\eli\\main
~ \\elt\\argv

ell.elf - .
ELO el2.elf ~--___ 4o

EL1 EL2 el3.elf
EL - \\el3\\main
.. BN 3 \\el3\\argv

= =~ — - Oxfrff.ffff

Symbol access

Configuration

SYStem.Option
Data.LOAD.E1f
Data.LOAD.E1f
Data.LOAD.E1f

ZONESPACES ON
ell.elf N:
el2.elf H:
el3.elf M:

Code
List \\el3\\main
List
List \\ell\\main

Variables

Var.View \\el3\\argv
Var.View
Var.View \\ell\\argv




\\eli\\main
~ \\elt\\argv

ell.elf —~--_ i i
ELO 12.e1f .. Configuration
EL1 g, el3.elf _ SYStem.Option ZONESPACES ON
I | EL3 < J\el3\\main Data.LOAD.E1f ell.elf N:
. \\el3\\argv Data.LOAD.E1f el2.elf H:
Tl T Teel OxFFFF. FFFF Data.LOAD.E1f el3.elf M:

Symbol access

Code Variables
List \\el3\\main Var.View \\el3\\argv
List Var.View
List \\ell\\main Var.View \\eli\\argv

= TRACE32 allows to combine symbol offsets (from the compiler) with the correct
CPU-Mode and thus also the correct underlying virtual memory



Symbols

£ B:s¥mbol Browse sYmbol =E =]
Fiter: [\"\"\main ] (2] =] Type: | OFuncs fe  [statics [ Globals
symbol type address

main Gnt Q) MP:43000BC8--43000C17
main ¢int Q) HP:42000BB0--42000BE3
main ¢int Q) NP+410013D0--41001408
main ¢int Q) ZP:440013A0--440013DB

1]

" ===
Mstep | B over AsDiverge & Return ¢ up » Go N Break | "Mode & t.| % Find:
addr/Tine |code Tabel /mnemonic comment!
l /
49 |int main(void) {

MX:43000BC8 |A9BE7BFD main:
MX:43000BCC (910003FD
uint32_t nscr;
1 asm(
MX: 43000BDO (80000000
MX:43000BD4 (91078001
MX:43000BD8 [910003E0
MX:43000BDC [F9000020

tr x0, [%[msp]

stp
mov
adrp
add
mov
str

x29,x30, [sp,#-0x20]!
x29,sp

x0,0x43001000
x1,x0,#0x1E0
x0,sp

X0, [xl]

>

List \hyp\main\main] o [3][=
M Step ¥ Over A Diverge & Return e up » Go M Break ' Mode & t. o Find:
addr/Tine |code Tabel /mnemonic comment!

/=

44 [int main(void) {
HX:42000BBO |A9BE7BFD main:
HX:42000BB4 [910003FD
uinté4_t nHcr;

47 MRS (hHcr, HCR_EL2);
HX:42000BB8 [D53C1100 mrs
HX:42000BBC [F9000FAQ str

48 nHcr |= 0x80000000;
HX:42000BCO [F9400FAQ 1dr
HX:4ZOOOBC4JBZ6lOOOO orr

<

xZB,xiO,[sp,#—OxZO]!
9,sp

// switch ELl to AARCH64

x0,#0x3,#0x4,cl,cl,#0x0
X0, [x29,#0x18]

X0, [x29,#0x18]
x0,x0,#0x80000000 v

ARM TrustZone
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Symbols

SYStem.Option ZONESPACES ON

Break.CONFIG.MatchZone

ON

)

; load sYmbols

Data.LOAD.E1lf
Data.LOAD.Elf
Data.LOAD.E1lf
Data.LOAD.E1lf

<code_on_el3.elf>
<code_on_el2.elf>
<code_on_ell_ns.elf>
<code_on_ell_s.elf>

M: /NoCODE
H: /NoCODE
N: /NoCODE
Z: /NoCODE

Different code and different sourcecode & memory for each zone

=4 BiuList Nix400 01400

o] & ==
M Step || W Qver || Diverge [ Retun | Up || Break )07 Mode \_/

addr/ T ine Jcode e enunic
WOVE  PT, LR
NSR:40001400 £ 1E0FO0E novs  pe.rid T p— = e
[switch hefore_exit: Stey Over Dw e Retumn [ 10 Break |[ M2 Mode
L o e[ M O L v L S
flag. +
T R
455 10, 10 B =
NSR:40001404 [£3A00000_cwiteh_bnow En or0, R0ty nannoood R R E=S[ECR E)
466 +0, [r w
. ’ ] HR :4000140C (0400000 ben nmnnqun Mt || B Over HADWEEH /H?\W"H (‘_Uv L ree | i |ﬂ/|_/
S HE 000 DO MIE7890001 str O.Lrs.+r11 || g iapoo141o |c35:0001 <up addr/ Vine code
J - HR 140001414 |0AD00000 beq nmnnnwc 90 bne mn x
defaults 25R:40001400 [1AFFF 1S bne  0400013EC
62 break; init_donc:
“ i )
gomain:

ldr 3, MATH
ESSFI0B0 aomain:  1dr

add 3, r7
[Eoaaz007 add r3.r3,17 <
<

i '

94
2SR : 40001404 73,024000148C

95
2SR 140001408




sYmbols

Functions & Variables are automatically accessed with the correct zone

«

asm volatile ("hkpt #0; noj

EE]
HR 240001364 E1ZUUU?U

m

HOx!

&of BiWarView %L ocation flags RoundRey \EI @
i [ND:0x40005F34] flaas = (1, 1, 1.0, 1, 1, 0, 1, .
[Z0:0x40002A5C] Roundkey = (43, 126, 21, 22, 40,
4 L
1 Bus¥mbolnarme rain =1
synbal  [type address 1
Y, [nain ST HP 1 4000735C—-4000736F &
e e Cint (03 2P:40001680--4000170F
\\freertosirtosdena’, Jmaih Gint (03 ‘ NP:40001E38--40001FD3 -
List Wfreertostimain | = =
Ml Step || B Over][ A (¢ Retum][ @ Up [ B Go [ 11 Break|[ M Mode | [6cf]
addr/line |code label mnemonic comen’
208 [int main() { ;
SR :40001E38 [F5204510 madin: p;ih ir4 List Wkbirnain [E=8 @1
NSR:40001E3C [E280B00% al ri Siey Over o Feun U »
NSR:40001E40 [E240D014 sub ri: H ;ddll,ﬁﬁ/clme—"—" mimnpmuc
iitonl St woE ot o (VLS [ 06 Dver]| e P @ p || b o | 11 ek ke
: 210 | Initils ’ 31 fint main() { addr/Tine |code label [mnemonic commen
NSR :40001E4¢ EEF'F‘?:DBC’ b1 5 HR:4000135C [ES2DE004 wain: push i1 !
= 4 40001360 (E2608000 add r11 m

int main(int arge, char* arge[])

ZSR 4DDDWESD E3204800 main: push irit,ri4:

E280B004 add r11,r13, 8084
E24D0010 sub r13,r13, #0x10
ESOBOO10 str r0, Lr11,H-0x10]
ESOB1014 str I’1 [rit,#-0u14]
26 int counter = “1°
Z5R:40001694 |E3AD30Z] moy r3 H#0x31 <

« i, v




Breakpoints

Break.

CONFIG.MatchZone ON

; set
Break.
Break.
Break.
Break.

Break

BPs
Set
Set
Set
Set

M:<addr> [/Onchip] </Program|/ReadWrite|/Read|/Write>
H:<addr> [/Onchip] </Program|/ReadWrite|/Read|/Write>
NS:<addr> [/Onchip] </Program|/ReadWritel|/Read|/Write>
ZS:<addr> [/Onchip] </Program|/ReadWrite|/Read|/Write>

.Set <symbol_name> [/Onchip]

a BuBreak.List EI@
([ 9 Detete || O Disable il [ @ Enablean [ @ Init || Frimpl.. || G2 5tore.. || 52 Load.. || EfiSet .
i I

address types
NR:400010F0 Jprugram

inp

SOFT
SOFT
SOFT

vsmcCryptotd
\iaeshsecuredemoimainyg
TRACE3Z_HYP_HandTer -

ZR:400016A8 ||Program
HR :4000138C |Program




Break.CONFIG.MatchZONE

Configuration

SYStem.Option ZONESPACES ON
Break.CONFIG.MatchZone <ON|OFF>

Break.Set : <offset> /Onchip

ON
MatchZone
OFF

> <offset> /Onchip
IGNORE



Break.CONFIG.MatchZONE

Break.CONFIG.MatchZONE OFF

Break.Set N:<offset> /Onchip

0x0 '_____|
« ELO | '\
i EL1 1 ELO .
OXFFEATTF = = = = EL1 |
RS (G R
{EL2)  UUEL
OXFFFF, FFF Seems R \ ~ OXFFF.fFF
0x0 '_____|
. EL3 |

OxfFff.fFff — = = = =

Hint: Example shows NonSecure only

Break.CONFIG.MatchZONE ON
Break.Set N:<offset> /Onchip

0x0 oy
i ELO | [\
. EL1 ELO .
OXFFFfFF = — — = = EL1 |
0x0 g EL2 - 0x0
EL2 \\ E|\_§
OXFFFFfFFF R N R
0x0

EL3

OxfFFF.fFfF



Break.CONFIG.MatchZONE

Break.CONFIG.MatchZONE OFF
Break.Set H:<offset> /Onchip

0x0 e -|
« ELO | '\
i EL1 1 ELO .
OXFFEATTF = = = = EL1 |
RS (G R
{EL2)  UUEL
OXFFFF, FFF Seems R \ ~ OXFFF.fFF
0x0 G -|
. EL3 |

OxfFff.fFff — = = = =

Hint: Example shows NonSecure only

Break
Break

0x0

OxfFFFFFFF
0x0

.CONFIG.MatchZONE ON
.Set H:<offset> /Onchip

ELO
EL1

OxfFfffHf == ===

0x0

OxfFFF.fFfF

\
\

ELO .

EL1 "
{ EL? ‘- 0x0

\\\ EI\_S\

— OxfFff.fFfF



Break.CONFIG.MatchZONE

Break.CONFIG.MatchZONE OFF

Break.Set M:<offset> /Onchip

0x0 '_____|
« ELO | '\
i EL1 1 ELO .
OXFFEATTF = = = = EL1 |
RS (G R
{EL2)  UUEL
OXFFFF, FFF Seems R \ ~ OXFFF.fFF
0x0 '_____|
. EL3 |

OxfFff.fFff — = = = =

Hint: Example shows NonSecure only

Break
Break

0x0

OxfFFFFFFF
0x0

OxFFFFfFEF
Ox

OxfFFF.fFfF

.CONFIG.MatchZONE ON
.Set M:<offset> /Onchip

ELO
EL1

\
\

ELO .
EL1 "
EL? ‘- 0x0

\ Ell§

\ \

— OxfFff.fFfF



Break.CONFIG.MatchZONE

Break.CONFIG.MatchZONE OFF
Data.LOAD sieve.elf N:
Break.Set myVar /ReadWrite /Onchip

0x0 r= ===
1 1
1 1 \\
1 1
1 EL]_ 1 ELO \\
1 1 .
OXFFFEfAf — — — — 1 EL1 .
00 pumpy  (FELR) - 00
1 ) \ \
\
1 EL2 . EL3
1 : . \
1
LU S ) "o OxfR A
i :
1 1
1 EL3 !
| |
OXFFRF.fFfF — — — — 4

Hint: Example shows NonSecure only

Break.CONFIG.MatchZONE ON Data.LOAD
sieve.elf N:
Break.Set myVar /ReadWrite /Onchip

0x0 r = = = _|
'ELO ! B
1 EL1 ELO \\
oxftiffiif = — ——+  EL1 '
0x0 ! EL2 < 0x0
EL2 ‘. EL3
OxFFFF fFFF A . I
0x0
EL3

OxfFff.fFff



Break.CONFIG.MatchZONE

Break.CONFIG.MatchZONE OFF
Data.LOAD sieve.elf H:
Break.Set myVar /ReadWrite /Onchip

0x0 r= ===
1 1
1 1 \\
1 1
1 EL]_ 1 ELO \\
1 1 .
OXFFFEfAf — — — — 1 EL1 .
00 pumpy  (FELR) - 00
1 ) \ \
\
1 EL2 . EL3
1 : . \
1
LU S ) "o OxfR A
i :
1 1
1 EL3 !
| |
OXFFRF.fFfF — — — — 4

Hint: Example shows NonSecure only

Break.CONFIG.MatchZONE ON
Data.LOAD sieve.elf H:
Break.Set myVar /ReadWrite /Onchip

0x0
ELO R
EL1 ELO
OxfFfFfFFF E L 1 '
OXOIF————I g EL2 - 0x0
|EL2} | EL3
OxfFfF_fFfE !- —— JI ' \g OxfFfF.fFFF
0x0
EL3

OxfFff.fFff



Break.CONFIG.MatchZONE

Break.CONFIG.MatchZONE OFF
Data.LOAD sieve.elf M:
Break.Set myVar /ReadWrite /Onchip

0x0 r= ===
| 1
I ] \\
1
\EL1: ELO
1 1 N
oxrir iy o, (EL1 .
0x0 p= ==~ ':|2 ~ 0x0
1 1 \ —_
1 1 \\ \\
1 EL2 ! . EL3
1 : N <
1
OxfFE 1fF = = = = 3 ' O FAF
X Ir 1
1 1
|EL3 !
: .
OFFEfFfF = — — = 4

Hint: Example shows NonSecure only

Break.CONFIG.MatchZONE ON
Data.LOAD sieve.elf M:
Break.Set myVar /ReadWrite /Onchip

0x0
ELO [\
EL1  ELO
OXFFFE fFfF EL1
0x0 Fl 2 - 0x0
“KEL
\ \
EL2 * SRR
\ \
OXFFFE ' L O
0x0 r = - - -
| 1
| 1
: EL3 !
| 1
OXFFFE.FFF = — = = 4

= Access class is derived from symbol



Access Memory

; access memory

Data.Set M:<addr> <value>
Data.Set  H:<addr> <value>
Data.Set NS:<addr> <value>
Data.Set ZS:<addr> <value>
Data.dump M:<addr>
Data.dump H:<addr>
Data.dump NS:<addr>
Data.dump ZS:<addr>

; access physical memory
Data.Set  A:<addr> <value>
Data.Set AZ:<addr> <value>
Data.Set AN:<addr> <value>
Data.dump A:<addr>
Data.dump AZ:<addr>
Data.dump AN:<addr>



Peripherals

>

; access physical memory
Data.Set <A|AZ|AN>:<addr> <value>

Data.dump <A|AZ|AN>:<addr>

; peripheral view
PER

PER , /NonSecure
PER , /Secure

PER , /ACCESS <NS:|H:|M:|ZS:>

Cortex-A53),Interrupt Controller (GIC-400)" /NonSecuire

ErolTer (GIC-40
Interface
00000007 EabTed
o000FCes 51
h
02001438 GIcso
1

qisters

30000000

Tou 0

Group 0

TCD_CTLR
GIco_Tvpes

GIco_1IoR

EnabTed
51

K
GIca00
1

TP Enap!
AITVYEXTH Inplemented
Up'to 152

0438

Trow T
Group 1
Group 1

Group 1

7 (Non-secure)

TWor-secure
(Non-secure)
(Non-secure)
(secure)
(Secure)
(Secure)
(Secure)
(Secure)

(Non-secure)
(Non-secure)

Group T (Non-secure)
Group 1 (hon-secure;
roup 0

Group 0 (Secure)
Group 0 (Secure)
Group 0 (Secure)
Group 0 (Secure)

&

Group 1 (Non-secure)

Group 0 (Secure)
Group 1 (on-secure)

ARM TrustZone
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TrustZone Basics
TrustZone Cortex-A

TrustZone Cortex-M

Usage Cortex-A

5. Example Cortex-A

Usage Cortex-M

«0

<

i
v
U
v

wa o



Debugging TF-A

; connect

SYStem.CPU 88F3720-A0
SYStem.Option ZONESPACES ON
Break.CONFIG.MatchZone  ON
CORE.ASSIGN 1.

SYStem.Up

H
; load Symbols
; Bootloader 1: bll running in Monitor/EL3

Data.LOAD.E1f ~~~~/atf/build/a3700/debug/bl1/bll.elf

; Bootloader 2: bl2 running in Secure Supervisor/EL2
Data.LOAD.E1f ~~~~/atf/build/a3700/debug/bl2/bl2.elf

; Bootloader 3: bl31 running in Monitor/EL3
Data.LOAD.E1f ~~~~/atf/build/a3700/debug/bl31/b131.elf M:
; Bootloader 4: u-boot running in Hypervisor/EL2
Data.LOAD.E1f ~~~~/u-boot/u-boot

Go bll_entrypoint /Onchip /PROGRAM
WAIT !STATE.RUN()

Go bl2_entrypoint /Onchip /PROGRAM
WAIT !STATE.RUNQ)

Go bl31_entrypoint /Onchip /PROGRAM
WAIT !STATE.RUNQ)

Go __image_copy_start /Onchip /PROGRAM

WAIT !STATE.RUN() 10s

M:

Z:

H:

/NoCODE

/NoCODE /NoCLEAR

/NoCODE /NoCLEAR

/NoCODE /NoCLEAR



Debugging TF-A

Hints

Keep the complete code in the bootsource (e.g. Flash / SD-Card)
= Boot sequence is automatized

Use /Onchip Breakpoints to trigger at every bootstage entry
= Possibility to patch the code

Use
TRANSlation.TableWalk ON
TRANSlation.ON
to enable TRACE32 automatic MMU-TableWalk
= Software Breakpoints within every zone even though the .text segment is
read-only (via MMU)



Debugging TF-A

Pitfalls

Bootflow is SoC specific - check BSP

To debug into the bootloaders requires to connect the debugger early after reset
Highly SoC & Board specific!

Not every SoC supports that!
=-patch an endless loop into the bootimage (last resort)

TRACE32 is preconfigured for SMP debugging after SYStem.CPU
= use CORE.ASSIGN <x> to select the bootcore(s) only

example scripts ~~/demo/arm/hardware/<chip|board>
p p P

support@lauterbach.com



Debugging Linux + bl31

; connect

SYStem.CPU 88F3720-A0
SYStem.Option ZONESPACES ON
SYStem.Option MMUSPACES ON
Break.CONFIG.MatchZone ON
SYStem.Mode Attach

Break

; load Symbols
; bl31 running in Monitor/EL3

Data.LOAD.E1f ~~~~/atf/build/a3700/debug/bl31/bl31.elf M: /NoCODE
; linux running in NonSecure Supervisor/EL1
Data.LOAD.E1f ~~~~/linux/vmlinux NS: /NoCODE /NoCLEAR

; configure debugger address translation

MMU.FORMAT LINUXSWAP3 \\vmlinux\\swapper_pg_dir NS:<virtual range> <physical>
TRANSlation.COMMON NS:0xf000000000000000--0xffffffffffffffff
TRANSlation.TableWalk ON

TRANSlation.ON

TASK.CONFIG ~~/demo/arm/kernel/linux/awareness/linux.t32 /ACCESS NS:
MENU.ReProgram ~~/demo/arm/kernel/linux/awareness/linux.men

> Use ~~/demo/arm/kernel/linux/boards/generic-template/detect_translation.cmm

> Use ~~/demo/arm/kernel/linux/boards/generic-template/linux-attach.cmm



detect_translation.cmm

First official release DVD2019.02
Supports KAISER/MELTDOWN patch

Steps
Linux must be up and running
Debugger is connected = SYStem.Mode Attach
Debug symbols must be loaded = Data.LOAD.E1f

DO ~~/demo/arm/kernel/linux/boards/generic-template/detect_translation.cmm

o= e

w'tua'l Address of swapper_| DQ dir: Oxfre 01d00 a
“rtual Address of idle_loo OXFEFFO00010115 708

irtual Address of 'Imux banner : oxffffoooomafuwo

cess Class detecte

ccess Class use

Tv to run to myymlinux\tree\rcu idle_enter=

Linux Banner "Linux version 5.0.0-rcl (amerkledanepcl-vmdebian) (gec version 6.3.0 20170516 (Debian

MU. FORMAT LINUXSWAP3 \\vmlinux\\swapper_pg_dir NS:0xFFFf00001101d000++0xFFf 0x000000000801d000
RANSTation. COMMON NS:0XF000000000000000-~OKFFFFFFFFAAFFFe

RANS]ation, Tablewalk Ol

RANS1ation.ON

ASK. CONFIG —/demo/arm64 /kernel /Tinux/Tinux-3.x/1inux3. £32 /ACCESS NS:

ENU. ReProgram ~/demo/armes/kernel/Tinux/Tinux-3.x/1inux. men

« i »

PR

See also: - ~/demo/arm/kernel/linux/boards/generic-template/linux-attach.cmm



Debugging OP-TEE

H
; connect

SYStem.CPU ZYNQ-ULTRASCALE+-APU
SYStem.Option ZONESPACES ON
SYStem.Option MMUSPACES ON
Break.CONFIG.MatchZone oN
SYStem.Mode Attach

Break

; load Symbols
; op-tee running in Secure Supervisor/EL1
Data.LOAD.E1f out/arm-plat-zynqmp/core/tee.elf ZS: /NoCODE

H
; configure debugger address translation

TRANSlation.Create ZS:<optee virtual range> AZ:<optee physical>
TRANSlation.COMMON ZS:<optee virtual range>
TRANSlation.TableWalk ON

TRANSlation.ON

TASK.CONFIG ~~/demo/arm/kernel/op-tee/optee.t32 /ACCESS ZS:
MENU.ReProgram ~~/demo/arm/kernel/op-tee/optee.men



Debugging OP-TEE

Hints

Op-Tee uses a paging approach with ambiguous TA address space
= SYStem.Option MMUSPACES ON

The Op-Tee default translation needs to be configured manually, by Nov 2019 we do
not support MMU.FORMAT
= TRANSlation.Create

Use
TRANSlation.TableWalk ON
TRANSlation.ON

to enable TRACE32 automatic MMU-TableWalk

= Software Breakpoints are available for TAs despite the .text segment is read-only
(via MMU)



Debugging OP-TEE - Limitations

Limitations

Status November 2019
The standard workflow foresees that a TA is

loaded - TEEC_OpenSession
debugged - TEEC_InvokeCommand
unloaded - TEEC_CloseSession

triggered by the optee menu Debug Trusted Application from Entry.

For TAs that are loaded persistently (no TEEC_CloseSession), possibly ambiguous
Onchip-Breakpoints need to be used



TrustZone Basics
TrustZone Cortex-A

TrustZone Cortex-M

Usage Cortex-A

Example Cortex-A

(o))

. Usage Cortex-M

«0

<

i
v
U
v

wa o



Symbols

H
; load sYmbols

Data.LOAD.E1f <secure.elf> Z: /NoCODE
Data.LOAD.E1f <non_secure.elf> N: /NoCODE /NoCLEAR

Functions & Variables are automatically accessed with the correct zone

BuList \secure\main |
[ M Step [ ® Over |[AdDiverge|  Retum|[ @ Up |[ B Go ][ I Break |[ %[ Made |[&]

addr/line |code label mnemonic comment |
void (“monHook) (void) __attribute __ ((section ( .data™))) = 0; A
extern void (*watchdeogTrigger) (void);
int main(void)
Z5T:0000086C | (5550 main: push [BuList \sievelmain]
et | e zgz [ M step || M over |[ADiverge| ¢/ Return|[ @ up | » Go || NN Break |[ ¥ )
volatile unsigned i addr/line |code label mnemonic comment |
. F44r1300 moy void (monHook)(void) __attribute__ ((section ( .data ) N
Z57:000008C6) |60.6 =tr extern void (*watchdogTrigger)(void);
112 if ( ((pMonSecurel int main(void)
ZST:000008C8) [687E Tdr 699 |l
P —— NST:002012A4| |E5FO main: puih {r4-r7,
1 NST:00201246) [B sub sp,sp
NST:00201ZA8) |Al add r7,

int i
short int inc, sign; |

&% BaVarWatch char p: =

func_sin();

D:0x20004014] plotl = 0 F7FFFEEB b1 0%201024 <
D:0x20004074] plot2 = 0 ) r
:0x2000000C] nPwm25
- [ZD:0x2000000E] nPuméd = 0 b




Access Memory

; access memory
Data.Set
Data.Set

Data.dump <N|Z>:<addr>

Data.dump <addr>

<N|Z>:<addr> <value>
<addr> <value>

{ilf B:Registerview [BrList.auto 0:200000 | =]
[z % - I Wi | uoverl[MJ[nemm][ €05 b 6o JLaL s ] e |
c oz RLO 0 i |comment:
Y 088D Rl 0 =
T Ri 20000008 R12 0 B
RS 094 i3 0 undef
b _ rs 0 ki 04F3 undef
LT R 20000208 PC 082 amp E
b XPSR 61000000 dr H
2 covtro o msp 0 __nvic_base: ded
|2 Faumiask o mseL 0 de
BASEPRI 0 PSP 0 de
lseey FRINASK O PSPL 0 4
B -
« B
{8 B:Register.view [BuList.auto 0:200000 | =1
s & o M Step || M Over ) (A Diverge][/ Retum | @ Up ] b Go JLIL amk ][ y Mode
c r 0 addr/Tine lcode [1abel mnemonic =
s 058D RST00LFFFEd 7 v77rT =
S ooosoot pe fi i
b _ R % et 77777
T % 20000208 l7977 29999777 D
5 Z controL o [ 20004508 __nvic_base: ded 0x200048D8
|2 FauLmiask o 0 (00200441 dc 0x200441
BASEPRI O o 100200407 ded  0x2004D7
lnseg PRINASK 0 PSPL 0 100200407 ded  0x2004D7
100200020 (00200407 dcd  0x2004p7 -

<[

i

ARM TrustZone



Peripherals

access physical memory

Data.Set <A|AZ|AN>:<addr> <value>
Data.dump <A|AZ|AN>:<addr>

; peripheral view
PER

PER , /NonSecure
PER , /Secure

R, "Nested Vectored Interrupt Controller Enable” /Secure

|E=R (IR

[E Nested Vectored Tnterrupt ControlTer
TCTR 00000003 INTT 0128

© Interrupt Enable Registers
TR0 /IR FFFFFFFF

TabTe TabTe A A TrapTe ErapTed
hable hable Erabicd Erabicd S
hable hable Erabte Erabte e
nable nable Enabled Enabled e 8% BuData.dump AZD:0xE0O0EL00 [ = |
hable hable Enabied Enabied &
nablec nablec [ address 0 0123 1
il AZSD:EQ00EL00 [ e i3
|- )
# B:PER, “Nested Vectored Interrupt Controller Enable” /NonSecure = Een <
[F NemEed Vectored Trcerrugt C .
wo00605 171 ‘
sble registers
R Frrooon TabTeq TabTeq A A
hableq hableq Enapled Enapled
hab1sd hab1sd Enabled Enabled
iSabied iSabied Bizabied Bizabied
e e i i
iSabte iSabie [ e |
il ANSD:EOQQOEL00

=7
Jn—r—r—r—uuuu TR
« )




Flash programming

SYStem.CPU <cpu>
SYStem.Up

H
; Flash programming

; prepare flash programming (declarations)

DO ~~/demo/arm/flash/<driver>.cmm PREPAREONLY
; ReProgram Flash

FLASH.ReProgram ALL

Data.LOAD.E1f <secure.elf> /NosYmbol
Data.LOAD.E1f <non_secure.elf> /NosYmbol
FLASH.ReProgram OFF

H
; load sYmbols

Data.LOAD.E1f <secure.elf> Z: /NoCODE
Data.LOAD.E1f <non_secure.elf> N: /NoCODE /NoCLEAR



Questions?




Thank You!
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